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Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or transmitted in any form
or by any means, mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise,

without the prior written permission.
Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.
FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against radio interference in a commercial environment. This equipment can generate, use and radiate
radio frequency energy and, if not installed and used in accordance with the instructions in this manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause interference, in which case the user, at his own expense, will be required to take

whatever measures are necessary to correct the interference.
CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility, EN
55022/A1 Class B.

Note. The content of user manual will be revised without notice.
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Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this

product, please read this manual carefully for fully exploiting the functions of this product.

The SMCWBR14-GM is an ultra slim design and compact size of Wireless Broadband Router. It
is an ideal device for home and office users who need to efficiently and easily surf Internet anytime in
home or office. Additionally, Wireless Broadband Router and fully compliant IEEE 802.11b, 802.11g,

MIMO WLAN device functions let you connect to Local Area Network or Internet easily.

The SMCWBR14-GM offers WLAN mobility for home user and business people to maintain
continuous network connectivity. Home users can stay connected to the network anywhere through a
building without being limited by LAN cables via SMCWBR14-GM’s AP functionality. This device
also has the additional advantage of providing high performance throughput and large coverage range
in wireless network. The SMCWBR14-GM supports the UPnP NAT traversal and users can use any
UPNP software easily without NAT unfriendly problem. Besides it also supports NetBIOS over TCP to

let computers share files in LAN.

Features

Router Basic functions

Auto-sensing Ethernet Switch

Equipped with a 4-port auto-sensing Ethernet switch.
WAN type supported

The router supports some WAN types, Static, Dynamic, PPPoE, PPTP, L2TP, Dynamic IP with

Road Runner.

Firewall

All unwanted packets from outside intruders are blocked to protect your Intranet.

DHCP server supported

All of the networked computers can retrieve TCP/IP settings automatically from this product.

Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet

Explorer.

Virtual Server supported



Enable you to expose WWW, FTP and other services on your LAN to be accessible to Internet

users.

User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple connections,
like Internet gaming, video conferencing, Internet telephony and so on, then this product can

sense the application type and open multi-port tunnel for it.

DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when special

application sensing tunnel feature is insufficient to allow an application to function correctly.
Statistics of WAN Supported

Enables you to monitor inbound and outbound packets

Wireless functions

High speed for wireless LAN connection

Up to 54Mbps data rate by incorporating Orthogonal Frequency Division Multiplexing (OFDM).

Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and IEEE 802.11g (54M) WLAN

infrastructure.

IEEE 802.11b compatible (11M)

Allowing inter-operation among multiple vendors.

IEEE 802.11g compatible (54M)

Allowing inter-operation among multiple vendors.

Auto fallback
54M, 48M, 36M, 24M, 18M, 12M, 6M data rate with auto fallback in 802.11g mode.

11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode.
Security functions

Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and outgoing
packets and letting them pass or halting them based on the IP address of the source and

destination.

Domain Filter Supported

Let you prevent users under this device from accessing specific URLs.
URL Blocking Supported

URL Blocking can block hundreds of websites connection by simply a keyword.



VPN Pass-through
The router also supports VPN pass-through.
802.1X supported

When the 802.1X function is enabled, the Wireless user must authenticate to this router first to

use the Network service.
Support WPA-PSK and WPA

When the WPA function is enabled, the Wireless user must authenticate to this router first to use

the Network service
SPI Mode Supported

When SP1 Mode is enabled, the router will check every incoming packet to detect if this packet

is valid.
DoS Attack Detection Supported

When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

System time Supported

Allow you to synchronize system time with network time server.
E-mail Alert Supported

The router can send its info by mail.

Dynamic dns Supported

At present,the router has 3 ddns.dyndns,TZO.com and dhs.org.
Other functions

UPNP (Universal Plug and Play)Supported

The router also supports this function. The applications: X-box, Msn Messenger.

System Requirements

To start to use the SMCWBR14-GM, your system must have the following minimum

requirements:
Windows 95 /98 / ME / 2000 / XP.
An Ethernet (10BaseT or 10/100 BaseT) adapter for wired client.

At least one WLAN client adapter of 802.11g(54Mbps) or 802.11b(11Mbps) for wireless



connection.
TCP/IP and NetBIOS network protocol installed.
Internet Browser installed.

The SMCWBR14-GM requires an external 12V, 1A power supply which is included in the

SMCWBR14-GM package. For safe operation, please use only the power adapter provided by
SMCWBR14-GM.

Package L.ist

Wireless broadband router
Installation CD-ROM
Power adapter

CAT-5 UTP Fast Ethernet cable

Hardware Ports and Buttons

Rear Panel

& 3 2 1 WAN '

o PWR

Figure 1-1 Rear Panel

Ports:
Port Description
PWR Power inlet



WAN

Port 1-4

the port where you will connect your cable (or DSL) modem or

Ethernet router.

the ports where you will connect networked computers and other

devices.

LED Indicators

Front Panel

Figure 1-2 Front Panel

LED:

LED Function Color Status Description

Power Power Green On Power is being applied to this product.
indication

Status System Green Blinking Status is flashed once per second to indicate system is alive.
status

WAN WAN port |Green On The WAN port is linked.
activity

Blinking The WAN port is sending or receiving data.

WLAN  [Wireless Green Blinking Sending or receiving data via wireless

activity




Link. Link status |Green On An active station is connected to the corresponding LAN

1~4 port.

Speed Blinking The corresponding LAN port is sending or receiving data.

10/100  |Data Rate |Green On Data is transmitting in 200Mbps on the corresponding LAN
port.

Reset To reset system settings to factory defaults

Getting Started

Procedure for Hardware Installation

Decide where to place your Wireless Broadband Router

You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount

it on a wall. For optimal performance, place your Wireless Broadband Router in the center of

your office (or your home) in a location that is away from any potential source of interference,

such as a metal wall or microwave oven. This location must be close to power and network

connection.

Setup LAN connection

Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one of

the LAN ports of this product.

Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.

Existing
Connection

DSL/Cable
Modem




Figure 2-1 Setup of LAN and WAN connections for this product.

Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet

backbone. Figure 2-3 illustrates the WAN connection.
Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators status will
be lighted ON for about 10 seconds, and then status will be flashed 3 times to indicate that the
self-test operation has finished. Finally, the status will be continuously flashed once per second

to indicate that this product is in normal operation.

Make Correct Network Settings of Your Computer

The default IP address of this product is 192.168.2.1, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in
this manual. If the TCP/IP environment of your computer has not yet been configured, you can

refer to Appendix A to configure it. For example,

configure IP as 192.168.2.10, subnet mask as 255.255.255.0 and gateway as 192.168.2.1, or
more easier, configure your computers to load TCP/IP setting automatically, that is, via DHCP

server of this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if
your computer has successfully connected to this product. The following example shows the ping

procedure for Windows 95 platforms. First, execute the ping command
ping 192.168.2.1

If the following messages appear:

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=2ms TTL=64

A communication link between your computer and this product has been successfully established.

Otherwise, if you get the following messages,
Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following
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items in sequence:

Is the Ethernet cable correctly connected between this product and your computer?

Configuring Wireless Broadband Router

This product provides Web based configuration scheme that is, configuring by your Web browser,

such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

2
N
. Desktop PC -‘-—g --" ' LI
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.

\
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Wireless Router

‘M

Desktop PC

Fast Ethernet

22 B 0w

Windows | Mé’c

f

U

Unix-like
Start-up and Log in
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2} SMC WBR14-GM - LOGIN - Microsoft Internet Enplorer _[&]x .
| &
i

Fle Edt VWew Favorites Tools Help

OBack N J - \in] @ ¥h |/"7\'| Search *Favorites €‘)| [7':- :\7 o - _J ﬁ ﬁ

Address I@ Ci\Documents and SettingsiZsalk Mahunka\Deskbap|SMC_RmlMIMOMindex . htm j Go @ T
SMC*

SMCWBR14-GM

Password: |essessss
LOG\Nl CAMCEL

Please enter your password to access the Configuration

Copyright © 2003 SMC All rights reserved
We suggest that you use IE4.0 or Netscaped.0 on B00x600 or 1024x765@&16hits

Eiowe RN

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for

IE) field and press ENTER. For example: http://192.168.2.1.

After the connection is established, you will see the web user interface of this product. There are

two appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is “smcadmin”) in
the System Password field and click on the Log in button. If the password is correct, the web

appearance will be changed into administrator configure mode. As listed in its main menu, there

are several options for system administration.

Status

12



dvanced Setting: ‘osoft Internet Explorer

fle Edt WYew Favortes Tools Help |.¥

@Back - e - B @ L:{h|p5earch *Favorites @| @- & - D ﬁ .ﬂ

ress [&] i\Documents and Settings\Zsolt Mahurks\Deskkap|SMC_htrlMIMGHindex him

M Home
- System
“WAN Status

* LAN
© Wireless You can use the Status screen to see the connection status for Barticade's WARN/LAN interfaces, firrmware and hardware wersion
© NAT numbers, any illegal attempts to access your network, as well as information on all DHCP client PCs currently connected to your
* Firewall network
* DDNS Current time: Wed Dec 28 00:11:38 2005
- UPnP
*.Tools Connection Status Barricade Settings Hardware Information
*~ Status DHCP Client Connected IP Address: 192.168.2.1 Runtime Code Version: R1.97eBb-RE1
WAN IP: 192168122 76 Subnet Mask: 255.255.255.0 Boot Code Version: R1.0710.080
Subnet Mask: 255.255.255.0 DHCF Server: Enabled LAN MAC Address: 00-50-15-00-0F-01
Gateway: 192.168.122.250 Firewall: Disabled WAN MAC Address: 00-60-BA-EA-3A-45
Primary DNS: 192.168.123.103 UPnF: Disabled Hardware “ersion: R1.01

Secondary DMNS: 192.1658.122.250
Murmbers of DHCP Clients: O

Relsase Renew |

DHCP Client Log
Wiew DHGP clients

=
Network Log 4|
&1 pore C T T [dvwcomaer

This option provides the function for observing this product’s working status:
WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button on

the Sidenote column. You can click this button to renew or release IP manually.

Wizard

13



crosoft Internet Explorer

Fle Edt VWew Favorites Tools Help

eBack s e = @ @ -é|/o5earch *Favorites @| @' & ] - D ﬁ -'ﬂ

ress [&] i\Documents and Settings\Zsolt Mahurks\Deskkap|SMC_htrlMIMGHindex him

AR 4, channel and SSID
2. Time Zone
3. Broadband Type This page allows you to define S50 and Channel D for wireless connection. In the wireless enviranrment, the router can alos act as an
. wireless access point. These parameters are used for the mohile station to connect to this access paoint

4. IP Address Info

|defau|t

© Enable  Disable
Mixed (1Th+11g) =
nx=

=l

T vy comper

Setup Wizard will guide you through a basic configuration procedure step by step. Set the basic

Wireless Parameters and Press ’Next >

=3 SMCWBR 14-GM - Setup Wizard - Microsoft Internet Explorer

Fle Edt Yew Favortes Tools Help |#

eﬁack - - B @ ‘\{h|p5earch *Favnrites @| @- :i\ﬂ @ - S

Addvess |@ Documents and SettingshZsolt Mahunka\DeskboplSMC_html(MIMOindes: htm

SMC*

G 1. Channel and SSID 2. Time Zone

2. Time Zone
3. Broadband Type Set the time zone for the Baricade. This information is used for log entries and client filtering

4. IP Address Info Set Time Zone

[(GMT-08:00)Pacific Tirme (US & Canads] Tijuana. |

=l

I I BB L=~

Setup Wizard - Select Time Zone
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ternet Explorer

Fle Edt VWew Favorites Tools Help

eaack.e. B @ é|p5earch *Favorites @|B' :;; ] - D ﬂ -'ﬂ

Address [& c:\Documents and Settings)Zsalt MahunkalDesktop| M _hirkMIMO indsx.hirm

@ 1. Channel and SSID &b EEEARENE =

2. Time Zone
3. Broadband Type
4, IP Address Info

Specify the WAN connection type required by your Internet Service Provider. Specify Cable modem, or xDSL modem.

Cable Modem
A cable modem reguires minimal configuration. ¥When you have setup an account with your Internet provider, the Wireless Barricade
will be automatically configured when plugged into the cable moderm. The host namme field is optional, but may be reguired by some
Senice Providers. [fthere is a Domain Name Server (ONS) that you would rather use, you need to specify the IP address in the
“Advanced Setup | WAN | DNS" page

- 33 Fixeap xosL

Some xD5L Internet Sendce Providers may assign a fixed IP address far your Wireless Baricade. If you have been provided with this
information, choose this option and enter the assigned |P address, subnet mask, gateway [P and DNS [P addresses for your YWireless
Earricade

IC
& PPPoE xDSL

If you connect to the Intemet using an xDSL Modern and your ISP has provided you with a password, and service name, then your ISP
uses PPPoE. You must choose this option and enter the required information,

= 7
c& PPTP

Paint-to-Point Tunneling Protocal is & commaon connection method used for x0DSL connections in Europe

] %E BigPond

Tha RinPand Intarnat canira is availahbla in Anstralia =l

T vy comper

Fle Edt VWew Favorites Tools Help

eaack.e. B @ é|p5earch *Favorites @|B' :;; ] - D ﬂ -'ﬂ

ess [&] cApocuments 2nd Sett

51Zs0lt MahunkalDeskkop SMC_REmI(MIMC inde::, htm

@ 1. channel ana ssip 4. IP Address Information
2. Time Zone

3. Broadband Type
4. IP Address Info

%@PPPOE xDSL

Enter the User Mame and Password required by your ISP in the appropriate fields. If your ISP has provided you with a Service Name
enter it in the "Serice Name" field, otherwise, leave it blank.

Iusemame

Pos

i e

[1282 " 7B emtaTy vaie<=1202)
Ti lm— [minutes)

& Always On Line

€ Manual Connact
© Connect On Dernand

@ .

T vy comper

Set your username and password. You might select from the 3 different connection profiles.

Be careful with Always online if you do not have a flatrate-connection!

15



System Settings

Time Zone

2} SMCWBR14-GM - Advanced Settin osoft Internet Explorer

Fle Edt Yew Favortes Tooks Help

Q= O~ =] @ (| s Sgrams @3 1 - B

255 [ C:\Documents and Settings)Zsol Mahunka|Deskiop|SMC_htmkMIMOHindex
SMC"

- System
[

| (GMT-08:0MPacific Time (US & Canada): Tijuana

© Wireless " - Enable Auto Update feature

* NAT M | January x 1=

- Firewall
- DDNS S | Januany T 1 -
- UPnP
- Tools
- Status

te and Time

Year| 2005 * honth:| Dec = Day|23 'I

Hour|0  (0-23) Minute:|0 (053 Second [0 (053 E

CEC T Wwems

osoft Internet Explorer

Fle Edt Yew Favortes Tools Help |#

eBack - Q- B @ ‘é|/o5earch *Favurltes @| @v Sl\: w - JE 3

ess |@ \Documents and SettingsiZsol: MahurkalDeskkop|SMC_REml(MIMG Nindex. htm

= System
Password Settings

Set a password to secure access to the Barricade Web Management. You can also configure the armount of time that you will stay
logged into the router using the idle time settings.

© Wireless
* NAT

- Firewall
- DDNS

- UPnP

* Tools

- Status

10 Mins

(Idle Time =0 : MO Time Out)

I I BB L=~
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Enable / Disable Remote Management

Fle Edt Wew Favortes Tools Help |

O 0 & G| Symm OG5 BB

ess I@ Documents and SettingstZsolt MahunkalDeskkop! 5M

= System
Remote Management

Set the remote management of the Wireless Barricade. If you want to manage the Wireless Baricade from a remote location (outside of
the local netwark), you must also specify the IP address of the remate PC

© Wireless
© NAT

- Firewall
- DDNS

- UPnP

* Tools

* Status

 Enable @ Disable

& Any IP Address

 Single IP :
€ IP Range ~|

ooen

T vy comper

WAN Setup

423 SMOCWBR14-GM - Advanced Settine -osoft Internet Explorer

Eile Edt Yew Favorites Tools Help |$

eBack - e - B @ @|/OSearch *Favorites -@| @v & w - D ﬁ .ﬂ

ess [ C:\Documents and Settings)Zsol: Mahunka|Deskkop|SMC_himk(MIMO}indss:. him
SMC*

- System
SMWAN WAN Settings -

The Barricade can be connected to your serice provider in any of the following ways:

¢ Dynamic IP Address Obtains an IP address automatically from your service provider.
:  PPPoE FPPP over Ethemet is a common connection methad used for xDSL.
: L8  PPTP Point-to-Paint Tunneling Protocal is a camman connection method used for xDSL connections in Europe.
, m’:less ¢ Static IP Address  Your service provider provides a static IP address o access Internet services
- Firewall ¢ BigPond In this section you can configure the built-in client for the BigPond Internet service available in Australia.
* DDNS More Configuration

- UPnP
* Tools
- Status

T [y comper

This option is primary to enable this product to work properly. The setting items and the web

17



appearance depend on the WAN type. Choose correct WAN type before you start.

Static IP Address: ISP assigns you a static IP address. WAN IP Address, Subnet Mask,
Gateway, Primary and Secondary DNS: enter the proper setting provided by your ISP.

Dynamic IP Address: Obtain an IP address from ISP automatically. Host Name: optional.

Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically

when the lease time is expiring-- even when the system is idle.

Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)

LAN IP Address is the IP address of this product. It must be the default gateway of your

computers. WAN Type is Dynamic IP Address. If the WAN type is not correct, change it!
Host Name: optional. Required by some ISPs, e.g. @Home. Renew IP Forever: this feature
enable this product renew IP address automatically when the lease time is being expired

even the system is in idle state.
PPP over Ethernet: Some ISPs require the use of PPPOE to connect to their services.

PPPOoE Account and Password: the account and password your ISP assigned to you. For

security, this field appears blank. If you don't want to change the password, leave it empty.

PPPOE Service Name: optional. Input the service name if your ISP requires it. Otherwise,
leave it blank. Maximum Idle Time: the amount of time of inactivity before disconnecting

your PPPOE session. Set it to zero or enable Auto-reconnect to disable this feature.

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The

most common MTU value is 1492.
Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send

outgoing packets.

Auto-Reconnect(Always-on): The device will link up with ISP until the

connection is established.

Manually: The device will not make the link until someone clicks the

connect-button in the Status-page.

PPTP: Some ISPs require the use of PPTP to connect to their services.

My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP
assigned to you. Server IP Address: the IP address of the PPTP server. PPTP Account and

Password: the account and password your ISP assigned to you. If you don't want to change

18



the password, keep it empty. Connection ID: optional. Input the connection ID if your ISP
requires it. Maximum Idle Time: the time of no activity to disconnect your PPTP session.
Set it to zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled,
this product will  connect to ISP automatically, after system is restarted or connection is

dropped.
Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send

outgoing packets.

Auto-Reconnect (Always-on): The device will link up with ISP until the

connection is established.

Manually: The device will not make the link until someone clicks the

connect-button in the Status-page.
L2TP: Some ISPs require the use of L2TP to connect to their services
First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

For example: Use Static: My IP Address and My Subnet Mask: the private IP address and
subnet mask your ISP assigned to you. Server IP Address: the IP address of the PPTP
server. PPTP Account and Password: the account and password your ISP assigned to you.
If you don't want to change the password, keep it empty. Connection ID: optional. Input
the connection ID if your ISP requires it. Maximum Idle Time: the time of no activity to
disconnect your PPTP session. Set it to zero or enable Auto-reconnect to disable this
feature. If Auto-reconnect is enabled, this product will connect to ISP automatically, after

system is restarted or connection is dropped.
Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send

outgoing packets.

Auto-Reconnect(Always-on):The device will link up with ISP until the

connection is established.

Manually: The device will not make the link until someone clicks the

connect-button in the Status-page.

19



DNS

a SMCWBR14-GM - Advanced Settings - Microsoft Internet Explorer

fle Edt WYew Favortes Tools Help |.¥

@Back - e - B @ L:{h|p5earch *Favorites @| @- & - D ﬁ .ﬂ

Address I@ Ci\Documents and SettingsiZsolt Mahunka\DeskkoplSMC_html(MIMO index. htm
SMC*

- System
* WAN DNS

M Home

A Domain Marme Server (DNE) is an index of [P addresses and Web addresses. If you type a Web address into your browser, such as
v snc.com, @ DMS sereer will find that name in its index and find the matching IP address: 202,42 118222, Most 1SPs provide a
DNS server for speed and convenience. Since your Service Provider may connect to the Intemnet with dynamic IP settings, it is likely
that the DNS server [P's are also provided dynamically. However, if there is a DNS server that you would rather use, you need to specify
the IP address hers

* LAN

* Wireless
* NAT

* Firewall
* DDNS

- UPnP

* Tools

* Status

1668.95.1.1
0.0.0.0

T vy comper

Set the primary and Secondary DNS server(s) as assigned by your ISP. If you are using different
DNS servers than your ISP, the Internet response-times might be slower and some sites might

become inaccesible.

20



LAN & DHCP Server

a SMCWBR14-GM - Advanced Settings - Microsoft Internet Explorer

fle Edt WYew Favortes Tools Help |GP

@Back - o - @ @ {h|p5earch *Favorites @| B- :; o - \_‘J ﬂ ..ﬂ

Address I@ Ci\Documents and SettingsiZsolt Mahunka\DeskkoplSMC_html(MIMO index. htm
SMC*

- System
=WAH LAN Settings
* LAN

* Wireless You can enable DHCP to dynamically allocate P addresses to your client PCs, or configure filtering functions based on specific clients
- NAT or protocols. The Wireless Barricade must have an [P address for the local network

* Firewall
* DDNS

- UPnP

' Tools

* Status

92.168.21

2652662550

% Enable " Disable

One Week x

192.168.2.|100

End IP Ad 2B 152.166.2.)199

T vy comper

The settings of a TCP/IP environment include host IP, Subnet Mask, Gateway, and DNS
configurations. It is not easy to manually configure all the computers and devices in your
network. Fortunately, DHCP Server provides a rather simple approach to handle all these settings.
This product supports the function of DHCP server. If you enable this product’s DHCP server

and configure your computers as “automatic IP allocation” mode, then when your computer is
powered on, it will automatically load the proper TCP/IP settings from this product. The settings

of DHCP server include the following items:
DHCP Server: Choose “Disable” or “Enable.”

IP pool starting Address/ IP pool starting Address: Whenever there is a request,
the DHCP server will automatically allocate an unused IP address from the IP address pool
to the requesting computer. You must specify the starting and ending address of the IP address

pool.
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Wireless Settings

3 SMCWBR14-GM - Advanced Settings - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help |#

@k - () - (%] (2] 0| s Favories @| Rz @~ B S

Address [ c:\Documents and Settings\Zsol: Mahunka\Desktopt SMC_htmKMIMG indes htm
SMC"”

- System

- WAN

* LAN

© Wireless
[

© NAT

- Firewall

- DDNS

- UPnP

- Tools

- Status

Wireless Setting

) |default

& Enable ¢ Disable

=

O I Y= =
Wireless settings allow you to set the wireless configuration items.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network

ID. (The factory setting is “default™)

Channel: The radio channel number. The permissible channels depend on the Regulatory
Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI);

channel 7 for Japan.

WEP Security: Select the data privacy algorithm you want. Enabling the security can protect
your data while it is transferred from one station to another. The standardized IEEE 802.11 WEP
(128 or 64-bit) is used here.

WEP Key 1, 2, 3 & 4: When you enable the 128 or 64 bit WEP key security, please select one
WEP key to be used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

Pass-phrase Generator: Since hexadecimal characters are not easily remembered, this device

offers a conversion utility to convert a simple word or phrase into hex.
802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled,

the Wireless user must authenticate to this router first to use the Network service.
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RADIUS Server: IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.

2} SMCWBR14-GM - Advanced Settings - Microsoft Internet Explorer _[&]x .

Fle Edt Wew Favortes Took Help | &
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O -0 A A G|, Y @[C- 3 5~ JE B

Address [&7 C:\Documents and Settings|Zsol: Mahunka|Desktopl SMC_htmkMIMG index htm = Go | & -

SMC"®

- System

“WAN Wireless Setting

* LAN

* Wireless
¥

* NAT

- Firewall

* DDNS

- UPnP

* Tools

* Status

Idefaull
@ Enable  Disabls

118

W 64 bits

& oo [ e Trr——

WPA-PSK

Select Encryption and Pre-share Key Mode. If you select HEX, you have to fill in 64
hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII, the length of Pre-share key is from 8 to 63.

Fill in the key, Ex 12345678
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WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to this router first to use the Network service. RADIUS Server
IP address or the 802.1X server’s domain-name. Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII,
the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.
WPA2-PSK(AES)

Select Encryption and Pre-share Key Mode. If you select HEX, you have to fill in 64
hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
WPA2(AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to this router first to use the Network service. RADIUS Server
IP address or the 802.1X server’s domain-name. Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII,
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the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.
WPA-PSK /WPA2-PSK

Select Encryption and Pre-share Key Mode. If you select HEX, you have to fill in 64
hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII, the length of Pre-share key is from 8 to 63.

Fill in the key, Ex 12345678
WPA/WPA2

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to this router first to use the Network service. RADIUS Server
IP address or the 802.1X server’s domain-name. Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits, if ASCII,
the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.

WDS(Wireless Distribution System)

WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS it
is possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure to

locations where cabling is not possible or inefficient to implement.

How to setup and work:

AP 1: AP2: AP3:

1P:192.168.2.1 1P:192.168.2.253 IP:192.168.2.252
Mac:00-50-18-00-0f-fe Mac:00-50-18-00-0f-fd Mac:00-50-18-00-0f-fc
SSID: Default SSID: Default SSID: Default
Channel:11 Channel: 11 Channel:11

DHCP Server: Enable
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Blue Line: Wireless

Black Line: Wire

(]

AP1

Client] Client2

If the Settings are ok, the clientl and client2 can get IP from DHCP server. Of AP1.Then Clientl

and Client2 can get information each other.
AP1 Setting:

AP1&-> AP2 (Remote Mac: 00-50-18-00-0f-fd)

AP1&-> AP3 (Remote Mac: 00-50-18-00-0f-fc)
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- System

QUL WDS Setting

* LAN

* Wireless The ¥Wireless Distrubution System(WDE) provides a means to extend the range of a Wireless Local Area Metwork(WLAN). WOS allows
[ an Access Point{AP) to establish a direct link to another APs and allows stations to roam freely within the area covered by the YWDS

* NAT

* Firewall

* DDNS

- UPnP

* Tools

* Status

M Home @

@ Disable © Enable

T vy comper

AP2 Setting:

AP2<&-> AP1 (Remote Mac: 00-50-18-00-0f-fe)
AP3 Setting:

AP3<&-> AP1 (Remote Mac: 00-50-18-00-0f-fe)
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NAT
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+ System
- WAN
* LAN

Virtual Server

* Wireless You can configure the Barricade a8 a virtual server 0 that rernote users accessing services such as the Web or FTP at your local site
via public IP addresses can be automatically redirected to local servers configured with private IP addresses. In other words, depending
o on the requested service (TCR/UDP port number), the YWireless Barricade redirects the external service request to the appropriate server
; (located st another internal IP address).
- Firewall
- DDNS Ifselem one— =] _Gopyta |ip I* |
* UPnP
IP Address Public Port/s Private Port/s Data Type Enable
o teee [0 ETT
1 192,168 2. [ | [fcr = !
2 192.168.2, | | [fee = Il
3 192,168 2. [ | [fce = !
4 192.168.2. | | |Tce =] (|
5 192,168 2 [ | [fee = -
| 5 192.168.2. | | |Tce =] |
|
“ 7 192.168.2 [ | [Ter =] |
' 3 g 192,168 2. [ | [tce = -
9 192.166.2 [ [ [Tce =1 O =
& Cr T Eweme

Virtual Server

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them

accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and

give user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.2.1, a Web server (port 80) at
192.168.2.2, and a VPN server at 192.168.2.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.2.1 \Y
80 192.168.2.2 \Y
1723 192.168.2.6 \Y

Special Application
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- System

* WAN

* LAN

* Wireless Some applications require multiple connections, such as Intemet gaming, video conferencing, Internet telephony and others. These

* NAT applications cannot work when Metwork Address Translation (MAT) is enabled. If you need to run applications that reguire multiple
> connections, specify the port normally associated with an application in the "Trigger Pont" field, select the protocal type as TCP or UDP,
b then enter the public ports associated with the trigger port to open therm for inhound traffic

+ DDNS

[Fselectone— =] _Cepye o[- =]
- UPRP

w/Tools Trigger
- Status Trigger Port/s Ty?;’e Incoming Port/s Data Type | Enable
1 -

Special Applications

* Firewall

[ [ [Tce = | [Tce =] &
2 ] | ITce =] | I
al| [ [Tce =1 | [Tce =] &
4 | | ITce =] | ITce B O
5 | | [T =] | [Tce =] & -
6 | [ [Tce =1 | [Tce =] ¢
7l [ [Tcr =] | [Tce =] &
5 | [ [T =] | [Tfce =] &
l_l_l_l_l_mmrﬂ

Some applications require multiple connections, like Internet games, Video conferencing,

Internet telephony, etc. Because of the firewall function, these applications cannot work with a
pure NAT router. The Special Applications feature allows some of these applications to work
with this product. If the mechanism of Special Applications fails to make an application work,

try setting your computer as the DMZ host instead.
Trigger: the outbound port number issued by the application..

Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add

the predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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Firewall

Parental Control

) SMCWBR14-GM - Advanced Settings - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help |#

eBa(k - € - (x] 2] ({h|piear(h <7 Favarites ®| @v & #- JE 3

#t Home

+ System

Parental Control
* LAN

* Wireless Thig tool allows you to create access rules to block internet and network access for a specific port andfor during a specific time.
© NAT

* Firewall & Enable " Disable

Click here to configure a new Parental Control Rule

n Rule Description Rule IP Address/s Rule Information Rule Schedule | Modify/Delete

* DDNS
- UPnP
- Tools
* Status

@ T T Aot

This option lets you enable / disable web sites / services by setting up rules.
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MAC Filter
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QUL MAC Filtering Table
* LAN

* Wireless This section helps provides MAC Filter configuration. ¥When enabled, only MAC addresses configured will have access to your
- NAT netwark. All other client devices will get denied access. This security feature can support up to 32 devices and applies to clients

* Firewall

Bl © Enable @ Disable

0 ALLOYY these clisnts access to your network
@ BLOCK / DENY these clients access ta your network

I—seler:tnne— dﬂl

ID|l- =

0] compuetams | hsoem
1 192168 2 I |

2 1 oz I
3 1 toztsaz] 1
4 l— 1921552|— I—
5 1 1ozt 2] 1 -

@ — T T e

This option lets you control the Wireless clients connectiong to your MIMO Wireless Router.

Each on of them will be checked before letting them connect wirelessly. This option does not

work for wired client PCs. You can select from two different policies:
Allow: will let all computers access the network, except the ones appearing on the list

Block: will not let any computers accessing the network unless they are on the list.

31



URL (Website) Blocking
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+ System

QUL Website Blocking
* LAN

* Wireless You can block access to certain Web sites from a particular PC by entering either a full URL address or just 3 keyword of the Web
- NAT site.

* Firewall

To specify the PCs that you want to block these websites to, go to the "Parental Control” page and check the box for "Block.. Specific
Web Sites" in the "Pre-Defined Blocking Options" section

- DDNS

'll"'::rs Site 1 I (| Site 2 | (m]
S Sted | O Sited | O
Site 5 I [m] Site B | (m]
site? | O Site | O —
Site 3 I O Site 10 | (m]
Site 11 | O site12 | O
Site 13 | T siels | O
Site 15 | O sitels | O
Site 17 | r  siets [ &l

[m] -
[ [ [ |2 myComputer
URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user
to input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only.
In other words, Domain filter can block specific website, while URL Blocking can block

hundreds of websites by simply a keyword.
URL Blocking Enable
Check, if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be
blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs

contain pre-defined word "sex".
Enable

Check to enable each rule.
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Advanced Firewall Settings
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- System
* WAN

* LAN Use this section to configure the advanced settings of your Barricade Firewall. You can enableddisable each option depending on your
© Wireless requirements. If you want to be alerted wia email for hacker attacks, please configure the email alert option.

* NAT

* Firewall

M Home

Advanced Firewall Settings

Ernail Alerts require you to set an SMTP (outgoing) mail server to send the email. Your username and passwaord are also required as
rnost ISP are using outgoing authentication to cut down on SPAM

 Enable & Disable

" Enable & Disable

El
T vy comper

Enable the Advanced Firewall Protection if you want:

Hacker attack monitoring and logging

Advanced System Log

Email Notification
Enable the Discard Ping from WAN option if you don’t want to be seen on the Internet.
You can also enable / disable VPN protocols to pass through your NAT Firewall

Set up your E-Mail address and servers to get the notification emails on the desired account.
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Demilitarized Zone (DMZ)
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QUL DMZ(Demilitarized Zone)
* LAN

* Wireless If you hawe a local client PG that cannot run an Intermet application properly from behind the MNAT firewall, then you can open the client
- NAT up to unrestricted two-way Internet access by defining a “irtual DMWZ Host

* Firewall

M Home @

" Enable @ Disable

IF Address : RlEpRl=:Nr)

- DDNS
- UPnP

: Tools
- Status

7 eco

& [T 3 vy Computer

This option lets you open all ports to one workstation behind your Router. Be careful with this

option, because it let’s everybody access that particular PC from everywhere.
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Dynamic DNS Services
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- System
N DDNS {Dynamic DNS) Settings
* LAN

* Wireless Dynamic DS provides users on the Internet a method to tie their domain name(s) to computers or servers, DONS allows your domain
- NAT name to follow your IP address automatically by having your DNS records changed when your IP address changes.

- Firewall
* DDNS

- UPnP

* Tools

* Status

 Enable  Disable

ifiguration
DynDMNS orgiDynamic) 'I

Domain MNarme : |

(B [T Enable

| 192.168.2.
|
| Web Server: (HTTP) Port 80 [ Port 6000
” FTP Server: Port 20 Port 21
) Email Server:(POP3) Port 110 [ (SMTP) Port 25
¢ =
[&] pone [ [ [ |2 myComputer

To host your server on a changing IP address, you have to use dynamic domain name service
(DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will
map the name of your host to your current IP address, which changes each time you connect your

Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic

DNS servers that we list in provider field.
To enable Dynamic DNS click the check box next to Enable in the DDNS field.
Next you can enter the appropriate information about your Dynamic DNS Server.
You have to define:

Provider

Host Name

Username/E-mail

Password/Key
You will get this information when you register an account on a Dynamic DNS server.

After Dynamic DNS setting is configured, click the Apply button.
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UPnP
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- System
+ WAN

* LAN

* Wireless The Universal Plug and Play architecture offers pervasive peer-to-peer netwaork connectivity of PCs of all form factors, intelligent
- NAT appliances, and wireless devices. UPnP enables seamless proximity networking in addition to control and data transfer among
- Firewall networked devices in the home, office and everywhere in between

* DDNS
= UPnP
* Tools
- Status

UPnP(Universal Plug and Play) Setting

" Enabled @ Disabled

CTTTT [@wems

The Universal Plug and Play architecture offers pervasive peer-to-peer network connectivity of
PCs of all form factors, intelligent appliances, and wireless devices. UPnP enables seamless
proximity networking in addition to control and data transfer among networked devices in the

home, office and everywhere in between.
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Configuration Tools

Firmware Upgrade
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* System

1 Home

Fi 1] d
o irmware Upgrade

* Wireless This tool allows you to upgrade the Barricade system firmware using a file provided by ShC

* NAT

- Firewall Erter the path and name of the upgrade file then click the APPLY button below. You will be prompted to confirm the upgrade
* DDNS
* UPnP

* Tools

The upgrade procedure takes about 20 seconds.
Motel Do not power off the unit when it is being upgraded

When the upgrade is done successfully, the unit will be restarted automatically.

- Status R1.97eBh-R61

WYY, STIC.C0M

Browse. ..

T Ewems

You can upgrade firmware by clicking Apply button.
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Backup Settings

X

Eile Download

| ‘i) You are downloading the file:
.
config.bin From 192, 168.123.254

‘would pou like to open the e or save it o your computer?

L_%pen i [ Save ][ Cancel ] [ Mare Info

[+] &lwaays ask before opening this type df file

You can backup your settings by clicking the Backup Setting button and save it as a bin file.
Once you want to restore these settings, please click Firmware Upgrade button and use the bin

file you saved.

Reset To Factory Defaults

Microsoft Internet Explorer Ed

\-‘:) Reset all settings to Factory defaulk?

Cancel |

You can also reset this product to factory default by clicking the Reset to default button.
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Appendix A
TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And
suppose you have been successfully installed one network card on your personal computer. If not,
please refer to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP

values for working with this NAT Router correctly.
A.1 Install TCP/IP Protocol into Your PC
Click Start button and choose Settings, then click Control Panel.
Double click Network icon and select Configuration tab in the Network window.
Click Add button to add network component into your PC.

Double click Protocol to add TCP/IP protocol.

Select Network Component Type EE

Click the bype of network, component wou want to instalk
Cligtt Add...

-‘_ Protocol Cancel

Protocol iz 2 lahguage’ a computer uzes, CompLters
Lzt uze the zame protocal bo communicate.

Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.
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Select Metwork Protocol E3

Click the Hetwaork, Pratocol that you want to install, then click OF. IF you hawve
3 ah installation dizk for thiz device, click Hawve Dizgk.

Manufacturers: Metwark Protocols:

§ Fast Infrared Protoccol ﬂ
4 IF=/5F+-compatible Protocaol
4 Microgoft 32-bit DLC

4 Microgoft DLE

5 MetBEUI
XOTCPAP

Have Digk... |
(] 4 I Caticel |

The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install

procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router
Click Start button and choose Settings, then click Control Panel.

Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

40



Hetwork 2| x|

Configuration I Identification I Access Control I

The follawing hebwork, components are installed:

Add. .. I Remove I Propertiesz I

Primany Metwork, Logon:
Client for Microgoft Metworks LI

File and Print Sharing... |

Dezcription

TCPYIP iz the protocal you use to connect ta the Intermet and
wide-area nebworks.

Ok I Cancel

Click Properties button to set the TCP/IP protocol for this NAT Router.

Now, you have two setting methods:
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Select Obtain an IP address automatically in the IP Address tab.

TCP/IP Properties
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Choose Disable DNS in the DNS Configuration tab.

TCP/IP FProperties

Configure IP manually

Select Specify an IP address in the IP Address tab. The default IP address of this product is
192.168.2.1. So please use 192.168.2.xxx (xxx is between 1 and 253) for IP Address field and
255.255.255.0 for Subnet Mask field.
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TCP/IP Properties HE|

Bindings | Advanced | MNetBlOS |
DNS Configuration I Giateway I WINS Configuration 1P Address

Ain IF address can be automatically azsigned to thiz computer.
If pour network, does not automatically assign IP addresses, ask

wour nebwark. administrator for an address, and then type it in
the space below.

" Obtain an IP address automatically
€ Specify an IP address:

IPAddiess:  [192.168.123.115 |

SubnetMask: | 255.255.255. 0] |

ak. I Cancel

In the Gateway tab, add the IP address of this product (default IP is 192.168.2.1) in the New
gateway field and click Add button.

TCP/IP Properties EE3

Bindings | Advanced | NetBIOS |
DMS Configuration  Gateway | WINS Configuration I IP Address

The first gateway in the Inztalled Gateway list will be the default.

The addreszs arder in the lizt will be the order in which these
machines are uzed.

MHew gateway:

192.168.123.254 | sdd |

Inztalled gateways:

Hemnmve |

k. I Cancel

In the DNS Configuration tab, add the DNS values which are provided by the ISP into DNS
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Server Search Order field and click Add button.

TCP/IP Properties EHE3
Bindings | Advanced | NetBIOS
DHS Contfiguration | Gateway I WIMS Configuration I IP Address
" Dizable DWS

—1* Enable DM5

Host: IMyCDmputEl Drornai: I

OMS Server Search Order

[168. 95 .192. 1] | sdd |
168.95.1.1 HEmove |

Dromain Suffix Search Order

| st

| FEemoyve

k. Caricel

) |

Appendix B 802.1x Setting

pC 1 |
(USER A) \ !
\ & E
Wireless " .
PC2 | A Wired LAN
(USER B)

10UT.
| \\C}\ B
192.168.123.254 'F
| g
[ Authentication Server
! { Windows 2000 Radius server )

152.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
1 Equipment Details

PC1:
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Microsoft Windows XP Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter

Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1a.
Z-Com XI-725 wireless LAN USB adapter

Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and
HotFix Q313664 (You can get more information from

http://support.microsoft.com/default.aspx?scid=kb; en-us;313664)

2DUT

Configuration:

Enable DHCP server.

WAN setting: static IP address.
LAN IP address: 192.168.2.1/24.
Set RADIUS server IP.

Set RADIUS server shared key.

Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only) using the

Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup

Setup Windows 2000 RADIUS Server
We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.

Setup DUT
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Enable the 802.1X (check the “Enable checkbox®).
Enter the RADIUS server IP.
Enter the shared key. (The key shared by the RADIUS server and DUT).
We will change 802.1X encryption key length to fit the variable test
condition.
Setup Network adapter on PC
1. Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users upgrade to service
pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they will get a new
Protected EAP (PEAP) option.

2. Choose MD5-Challenge or Smart Card or other Certificate as the EAP type.

3. If choosing use smart card or the certificate as the EAP type, we select to use a certificate on

this computer. (Fig 3)

4. We will change EAP type to fit the variable test condition.

- Wireless Network Connection Properties EI[‘S_TI

General | Wireless Netwurksl Authentication |.-i'-.dvan|:eu:|

Select thiz option to provide authenticated nebwork, access for
wired and wirelesz Ethernet networlkz.

Enable network, access control using IEEE 8021

EAP type: | Smart Card or ather Certificate w
M D5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[] Authenticate az guest when user or computer information iz
unavailable

ak. ] [ Cancel
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Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)
Download and install the certificate on PC1. (Fig 4)
PC1 choose the SSID of DUT as the Access Point.
Set authentication type of wireless client and RADIUS server both to
EAP_TLS.
Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then send the

message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail and end the

authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host successfully.
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Certificates

Intended purpose: | <hll= w |

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior 4 *

I Issued By Expiratia... FIE
L Elrael WirelessCa 2jEi2004  <Mones
__'__—_'__,.—"'_

Certificate intended purposes

View

Close

Figure 4: Certificate information on PC1

% Network Connections

File Edit WYiew Favorites Tools Advanced Help i

\_} arh __J l? ):)Search |IL Folders -

Q;-, Metwork, Connections v | o
- LAN or High-Speed Internet

ﬂ*\ Local Area Connection @ i ji
Dizahled
i R A
—

Address

|2

Network Tasks

"Q Create a new
connection

_'_-;l Set up a home or small
~ office netwark

D-Link DFE-530TX PCI Fast EL, .,

Figure 5: Authenticating
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‘5 Network Connections

Edit

Filex

Wiew  Faworites  Tools  Advanced  Help

L B </ Iﬁ' /'I Search || Folders v

Address |¢_‘_ Hetwork Connections

MNetwork Tasks

[&] Create anew

conneckion

Local Area Connection

- Disabled
T _m_ D-link DFE-530T: PCI Fast EE...

9 Set up a home or small
~—office netwark

Figure 6: Authentication success

4.2 DUT authenticate PC2 using PEAP-TLS.

PC2 choose the SSID of DUT as the Access Paint.

Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

Disable the wireless connection and enable again.

The DUT will send the user's certificate to the RADIUS server, and then send the

message of authentication result to PC2.

Windows XP will prompt that the authentication process is success or fail and end the

authentication procedure.

Terminate the test steps when PC2 get dynamic IP and PING remote host successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPvV2 and PEAP-TLS.

Note.

PC1 is on Windows XP platform without Service Pack 1.

PC2 is on Windows XP platform with Service Pack 1a.

PEAP is supported on Windows XP with Service Pack 1 only.

Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix C  WPA-PSK and WPA

PC1
(USER A) \ |
\ i
AN I Wan ip192.168.122.216
N
Wireless . 2
P2 N Wired LAN
(SR B) Tl
AROSN

"
Lan 1p:192.168.123 254

l Authentication Server
! { Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.2.1
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody ¢ wpa preview pn.asp
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Or Another Configuration:

PC1
(USER A) N l
s
S
Wireless " 5
PC2 \ : Wired LAN
(USER B)
19216812325-1 E
Ruthentication Server
( Windows 2000 Radius server)
152.168.123.33
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and
wireless Router authenticate by themselves.

Method1:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123Kk |
Channel B

Securty [WPA-PSK |

Key Mode =k

Preshare Key ;:123456‘?3

2. Go to Odyssey Client Manager, first choose “Network”

Before doing that, you should verify if the software can show the wireless card.
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Open “Adapters”

Ddyszey Client Manager
Settings Commands Web Help

'G- Connechion Networks
The following networks are configured:

{:f Finlles <laryl> Add ..
<123kk>

“.&utn-s can Lists Properties ...

5_5\ Trusted Servers
Q Adapters

3. Add and edit some settings:
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Network Frope

M etk

e e e e
M€hwork name (SSID): [123kk e
Al R | R S

I Connect to any available neteork Scan ...

Description [optional]: ]

Metwork vpe: J.&u:cews point finfrastructure mods)

=]
]

Eiation rnode: iWF'.E'« _“‘-\-\

Ensgption method: [TkIP - |
ST ...

Authentication

[ authenticate using profile: I J
I szl ben el Sho ol Qalar priyacsy
Pre- ey [wfPA) e
'\\.‘.
Passphrase: i 12345678 -
W Unmask

Ok | Cancel

4, Back to Connection:

Then Select “Connect to network™ You will see:

& Odyeey Client Manager

Setings  Commends Web  Help
Media State . . . . . . . . . . . 5 Media discon

F 3 Connection
== Connection
IC:“\Documents and Settings~fael ping 192.168.0.247 -t v Adapter: |TNET1130WLAN Adapter
t Profiles Adapter type:  wirel
Pinging 192.168.8.247 with 32 bytes of data: C EERE R
“Netwmks I¥ Connect ta network:
Control-C 5
& . Scan
IC:“Documents and Settings™faelping 192.168.8.248 -t mAuto-Scan L Connection information
Trusted Servers Status: apen
Pingi 192.168.8.248 with 32 bhytes of data: S_
T Yehae SRR AL Ak Elapsed fime 000413
from 192.168.0.248: hytes=32 time=ims TTL=64 QAdaptE's Network [35ID) 123kk
from 192.168.8.248: bytes=32 time=1ims TTL=64 Access point 00-50-18-00-0F-F&
from 192.168.0.248: hytes=32 time=ims TTL=64 Packets indout: 166 / 246
from 192.168.0.248: hytes=32 time=ims TTL=64
from 192.168.0.248: hytes=32 time=1ms TIL=64
from 192.168.8.248: hytes=32 time-ins TTL-64 Beconnest : | %

from 192.168.0.248: hytes=32 time=1mz TTL=64
from 192.168.0.248: hytes=32 time=4mz TTIL=64
from 192.168.0.248: hytes=32 time=imz TTIL=64

from 192.168.0.248: hytes=32 time=1ms TTL=64
from 192.168.0.248: hytes=32 time=1ms TTIL=64

Method2:
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1. First, patch windows XP and have to install “Service package 1”

Patch:

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=5039ef4a-61e0-4c44-9
4f0-c25c9deace9

2. Then reboot.

3. Setting on the router and client:

Router:

MNetwork ID(SSI0) 123kk
Channel B W
Security WPA-PSK
Key Mode ASCH
Preshare Key 12345678
Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:

Advanced-> choose “123kk”
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less Network Connection Properties

| General | ‘wireless Metwarks Advanced

Usze Windows to configure my wireless network settings

Aevailable networks:

To connect to an available network, click Configure.

1 dale | Configure
1 amitd i |

i JOYCE |

Preferred networks:

Automatically connect to available network s in the order listed
below:

1 123k

Maove up

Maove dawn

[ Add... ][ Remove ][ Properties ]

Learn about seting up wirsless netwark
configuration.

E||X| 123kk properties

Agsociation | Authentication |

123kk

Metwork name [SSID);

Wirelezz network key

Tequires a key for the following:

| wPaPSK

etwork. Authentication:

ata sncivption: | TKIP

Metwark, key:

Confirrn netwaork ke |uuuu

ey index [advanced]: l:l

The key iz provided for me automatically

This iz a computer-to-computer (ad hoc] network, wirsless
actess paints are not uzed

[ 0K H Cancel ]
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A) \ |
\ i
AN I Wan ip192.168.122.216
N
Wireless . 2
P2 N Wired LAN
(SR B) Tl
AROSN

"
Lan 1p:192.168.123 254

l Authentication Server
! { Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.

http://192.168.122.1/certsrv

account : fael

passwd : fael

Connecting to 192,168,122.1

User name: |ﬁ | v| s

Password: | |

[]remember my password

[ Ok, 1 [ Cancel
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2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:

Metwork ID(SSI0 |123kk
Channel |
Security | WP, w
RADIUS Server IP |192.168.122.1
RADIUS port 1812
RADIS Shared Key |costra

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”
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Add Frofile

ﬂ Login narne: ]fae'l

Profile name: ]1

User Info 1.-'-‘-.utbentiu:atiu::n] TTLS Settings | PEAP Settings

- Pazzword-
W Permit login using password

7 uge Windows password
" prompt for password
o ze the following password;

1fae1

W Unmask

- Certificate -

W Permit login uzsing my certificate:

ifae'l

Wiew .. ‘ Browse ... ‘

OF. | Cancel |

Login name and password are fael and fael.

Remember that you get certificate from Radius in Stepl.

5. Then Choose “certificate” like above.
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Select Certificate

Persomal Certificates

lzzued To | |zzued By | E

Wdirele

i
wE | EE |
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Prafile name: IT

UserInfo  Authentication | TTLS Settings | PEAP Setiings |

Authentication protocols, in order of preference:

EAP 7 TLS il il

&dd ...

Bemave |

v Walidate server certificate

Ok Cancel
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7. Go “Network” and Select “1” and ok

Network Properties f'>__<|

1~ Metwark,

Metwork, name [S510); 11 23kk

[~ Connect to any available network Scan ...

Dezcription [optianal): ]

Metwark, tope: J.-’-'-.u:u:ess point [infraztructure mode) _:]

Agzociation mode;

Encryption method: I TEIP _:j

- ALthenti

v Authenticate uzing profile:

W Eevs will be generated aafomanically far data privacy

i~ Pre-zhared key wPh) -

S i

l_' LIAmaEss

K. | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Netuaork

Metwark name [SS510): |T 23Kk

™ Connect to any available network Scan .. I
Description [optional]: E@
Metwork tpe: [ 5ot
-{i— Connection fonnechion
=2 A o Adapter; TNET1130 W/ LAN Adapter
Aszaciation mode:
€ Profiles Adapter type: wireless
Encryption method: =
?.‘. T W Connect ta netwark: ‘4-— 123k =

Authentication

M Auto-Scan Lists

W Authenticate using Cannection infarmation

Odyssey Client

*You are shout to authenticate to an untiusted server
To terminate communication, press [No]
To tempararily tiust this server, press [YVes]

To permanently tust this server, check "add this trusted server to
the database” and press [Yes]

Lertificate chain
| wirelessCa,
win2000ady. intra. com tw

Permanent trust
[ Add this tiusted server to the database

Server name must end with;

Proceed to authenticate with this server?

from 192.168.122_.219: bytes=32 time=1ms TTL=63
from 192.168.122.219: hytes=32 time=1lms TTL=63
from 192 _168_.122_219: hytes=32 time=1lms TTL=63
from 192 _168_.122_219: bhytes=32 time=1lms TTL=63
from 192 _168.122_219: bytes=32 time=1ms TTL=63

e s S_ Trusted Servers Status authenticating
Elapsed time:
Adapts
Pre-shared key (WPA) Q oLk Network [S51D): 123kk
Access point: 00-50-18-00-0F-F8
Packets infout:
-
Beconnect Reauthenticate ‘ n%ﬁ @ =3
9.Result:
. Connection
Connection
Adapter; THET1130 wLAM Adapter
{ & Profiles Adapter lype:  wireless

V¥ Connect to network:

i

?—‘ MNetworks

@Autn&can Ligts B
dhifection infarmation

S_ Trugted Servers st

Elapzed time:
Q Adapters

MNetwork [S510]:
Access point:

Packets indout:

BReconnect

b <123

0203
123kk
00-50-18-00-0F-F8
12673 / 13605

Reauthenticate |

Method 2:

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

1. The UserA or UserB have to get certificate from Radius,first.

192.168.122.219:
192.168.122.219:
192.168.122.219:
192.168.122.219:
192 .168.122_219%:
192 168.122_21%:
192.168.122.219:
192.168.122.219:
192.168.122.219:
192.168.122.219:
192.168.122.21%:
192 .168.122_21%:
192 168.122_21%:
192.168.122.219:
192.168.122.219:
192.168.122.219:

bytes=32
bytes=32
hytes=32
hytes=32
hytes=32
bhytes=32
bhytes=32
bytes=32
bytes=32
hytes=32
hytes=32
hytes=32
bhytes=32
bhytes=32
bytes=32
bytes=32

time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=2ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=2ms
time=2ms
time=1ms
time=1ms

TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63




http://192.168.122.1/certsrv

account:fael

passwd:fael

Connecting to 192,168,122.1

Lser name: | 5

Password: |

[Jremember my passward

o4 J [ Cancel

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:

Metwork ID{SSI0
Channel

Security

802.1X Settings
RADIUS Semver P
RADIUS part
RADIUS Shared Key

123Kk

g ¥

WRA b

1192.188.122.1

1812

|cnstra
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

2[%]

tion 4 Properties

| General| Authentication |_.t’-\dvanced| Smart Card or other Certificate Properties

A : ; “w'h ting:
Sn_elect thiz aptiah to provide authenticated netwark, access for R

wired and wireless Ethemet networks. ) Use my smart card

Figble network. access control uzing IEEE 8021 © Use & gartificate on this computer

= | Walidate server certificate

. | Smart Card or other Certificate

[ Connect anly if server name ends with:

o ||| |

Trusted root certific. by
Authenticate as computer when computer information iz available

[ Authenticate az guest when user ar camputer infarmatian i e A iRt e et e for the Sorrettioh
unavailable =

L 0K ][ Cancel J

123kk properties

| General ‘Wireless Metwaorks |_Advanced| Assaciation |.Authentic:ation!
Uze Wwindows to configure my wirelezs network. zettings Metwork name [S510): |

Ayailable networks: ‘whireless network. key

To connect to an available netwark, click Configure.

1 dale ] Configure

1 amid i

Preferred netwiorks: Metwark key: | |

Thiz netwg 3 ke far the following:

ehwork. Authentication:

ta enciyption: | TKIP

Autamatically cornect to available netwarks in the arder listed

below: |
1 123kk Move up
Maove down

: The key iz provided for me automatically
[ Add.. ] [ Remove ] [ Froperties ] ikl ' !
Learn about setting up wireless network Thiz iz 3 computer-to-computer [ad hoo] netwark; wireless
confiquration, access paints are not uged

oK ] [ Cancel ] L ok _J [ Cancel
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Then, if the wireless client wants to associate, it has to request to authenticate.

Appendix D FAQ and Troubleshooting

Reset to factory Default

There are 2 methods to reset to default.

Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push
the RESET button down until the Status LED start flashing, then remove the finger. If LED flashes
about 8 times, the RESTORE process is completed. However, if LED flashes 2 times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the

finger

. The RESTORE process is completed.
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